Blockchain: The Introduction
and Its Application in Financia

Accounting

Ting Yu, Zhiwei Lin and Qingliang Tang

INTRODUCTION

Listed companies
partially reduce
information asymme-
try with outside
information users by
regularly providing
financial statements
audited by indepen-
dent auditors. How-
ever, the existence of
agency problems
weakens the active
role of financial
accounting and inde-
pendent auditing in
resolving information
asymmetry (Healy &
Palepu, 2001). As a
decentralized ledger
technology (hereafter
DLT), the block-
chain technology has
characteristics of
transparent, secure,

permanent, and immutable

(Antonopoulos, 2017; Narayanan, Yermack (2017) discusses the
Bonneau, Felten, Miller, &

Goldfeder, 2016), and it has the
potential of enhancing the trust
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Blockchain, as a decentralized ledger technol-
ogy with characteristics of transparent, secure,
permanent and immutable, has been applied
in many fields such as cryptocurrency, equity
financing, and corporate governance. However,
the blockchain technology is in the experimental
stage and has several problems to be solved
including limited data processing capacity,
information confidentiality, and regulatory diffi-
culties. This study sheds light on the potential
application of blockchain technology in financial
accounting and its possible impacts. We argue
that in the short run the public blockchain could
be used as a platform for firms to voluntarily
disclose information. In the long run, the appli-
cation could effectively reduce errors in disclo-
sure and earnings management, increase the
quality of accounting information and mitigate
information asymmetry. We also discuss poten-
tial impacts that the application will have on
independent auditors and financial accoun-
tants. © 2019 Wiley Periodicals, Inc.

between market participants.

potential implications of using
blockchain technology in cor-
porate governance. This article
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mainly discusses pos-
sible impacts that the
application of block-
chain technology
could have on finan-
cial accounting and
its potential influences
on independent audi-
tors and financial
accountants.'

This article argues
that the application of
blockchain technology
in financial accounting
is progressive due to
its problems of limited
data processing
capacity, information
confidentiality and
regulatory difficulties.
Firms could use block-
chain as a platform to
voluntarily disclose
financial and nonfi-
nancial information in
the short run. Itis a

high-quality signaling that
enables firms to solve the trust
problem with outside information
users. In the long run, the block-
chain technology and smart
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contracts® can help to reduce
errors in disclosure and earnings
management and effectively
improve the reliability, timeliness
and comparability of accounting
information, accordingly, miti-
gate information asymmetry.

However, the application of
blockchain in financial account-
ing has the potential threat that
firms would construct transac-
tions to get desired accounting
numbers. It will shift the focus
of independent external auditing
from detecting major misstate-
ments of firms to analyzing the
reasonability and authenticity of
business transactions and events.
Meanwhile, the duty of financial
accountants will also change
from recording transactions and
preparing financial statements
to ensuring the authenticity of
source documents and the rea-
sonability of smart contracts
used in accounting blockchain.
We also propose that applying
permissioned blockchain could
partially mitigate information
confidentiality and regulatory
difficulties problems but this
remedy will weaken the advan-
tages brought by accounting
blockchain.

The next section introduces
the mechanism, characteristics
and current applications of
blockchain technology.

Section “Application in Finan-
cial Accounting” describes the
potential application of block-
chain technology in financial
accounting and introduces the
threats exists in the application.
The final section concludes.

INTRODUCTION OF THE
BLOCKCHAIN TECHNOLOGY

The Mechanism of Blockchain
Technology®

The blockchain is an elec-
tronic ledger that records
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transactions and information
( Antonopoulos, 2017; Narayanan
etal., 2016). Each block contains
a block header and the current
block’s transactions and informa-
tion. The block header contains
the hash value® of the previous
block,” the timestamp® and other
information, the nonce’ and the
Merkle Tree Hash value, which
based on all transactions and
information recorded in the cur-
rent block. The hash value of the
previous block contained in the
current block is calculated by the
hash function. Blockchain uses
sequential blocks to record infor-
mation and connects each other
with hash values. Once there
exists manipulation in the previ-
ous block, all hash values in the
follow-up blocks will change.
Each node® tries to find a
nonce that can make the first
few digits of the current block’s
hash value to be zero by trial
and error. In the blockchain, if
you change the data in one
block, the hash values for that
block and all subsequent blocks
will change (see formula (1)).
For example, node A has tam-
pered with the data recorded on
the /™ block, and the hash value
of the /™ block changes immedi-
ately. This in turn causes all
subsequent blocks’ (i.e., block
i + 1 and the following blocks)
hash values to change.

Hash value of Block;
= H (Information contained
in block header of Block;)
= H(Hash value of Block;-,
timestamp and other

information, Nonce,
Merkle Tree Hash value)

(1)
The blockchain is a distrib-

uted ledger, which consists of a
series of nodes, that is, copies of

the ledgers. Nodes are com-
puters connected to the block-
chain network, who are
responsible for validating and
relaying information in the
blockchain. Each node in the
blockchain network has a copy
of the ledger. If information of
one node in the blockchain has
been tampered with, the final
hash value of this node will be
different from those whose
information has not been tam-
pered with. This mechanism
ensures the traceability that the
tampering will be quickly dis-
covered. Through distributed
ledger technology and hash
chaining, the blockchain
ensures information to be
transparent, secure, and
immutable.

The existing blockchain
technology mainly uses the
proof-of-work ( Po WR mecha-
nisn’ to help mining'® new
blocks. PoW assigns the right
to construct new blocks and
certain rewards to the earliest
user who has calculated the
nonce. Specifically, each node
in the blockchain competes for
the right to construct a new
block by participating in the
calculation of a nonce. The
node who first calculates a
nonce will not only acquire the
mining right but also receive
some bonus.'! In order to
obtain the bonus attached to
each block, all nodes are moti-
vated to participate in the con-
struction of new blocks. In this
competition, the first node who
obtains the nonce has the right
to record new information in a
new block and relay it to other
nodes. After validating the
authenticity of this block’s
information, other nodes will
add this new block to their
ledger copy.

PoW allows each node in
the blockchain to have the

© 2019 Wiley Periodicals, Inc.
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Exhibit 1

The Mechanism of Blockchain Technology
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right of mining. Given there
are tens of thousands of nodes,
the probability of any node get-
ting the mining right is small.'?
If two nodes find the nonce at
the same time and construct
two new blocks and relay them
to the blockchain network,
where one node contains false
information while the other
contains authentic information,
the false one will finally be
abandoned. Because in order
to retain the chance of
receiving subsequent indefinite
rewards, other nodes have the
incentive, after validating these
two new blocks, to copy the
new block containing the
authentic information to their
own copy of the ledger.'?
Through this process, the
blockchain can record and vali-
date all information in an open
and transparent manner with-
out relying on any centralized
intermediaries (such as a bank
or an exchange) and realize the
authenticity and immutability
of the information.

The DLT guarantees the
authenticity of the information
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1n most cases, but it still faces
the risk called the “51%
attack” or “majority attack.”
And accordingly, there exists
the risk of data management
and counterfeit. If more than
50% of nodes in the blockchain
network is under the control of
one single agent, then the
agent can use nodes under his
control to influence what new
information to be recorded in
new blocks, ideally, the agent
can manipulate the blockchain
information recorded. However,
the “51% attack” is only theoret-
ically possible since the actual
cost of investing 51% of the
computing power of the entire
network may outweigh the bene-
fits of successful attacks. And in
reality, it is very difficult for an
agent to control the vast major-
ity of nodes.

Blockchain can be divided
into public and permissioned
blockchain based on its open-
ness.'* In the public block-
chain, everyone can read and
write, and the mining right of
new blocks depends on the
PoW mechanism. The

permissioned blockchain
includes private chain and con-
sortium chain that only permis-
sioned nodes can read, write,
and build blocks. In the con-
sortium chain, instead of using
PoW mechanism, it is the cen-
tral controller, the size of the
stake, or the outcome of the
group vote that determines
who has the right to read
and/or write in the blockchain.
Therefore, the authenticity and
immutability of the informa-
tion in the blockchain will be
somewhat weakened, but confi-
dentiality and efficiency will
accordingly rise.

Characteristics of Blockchain
Technology

Public blockchain has four
advantages. First, the distrib-
uted nature of the blockchain
ensures information openness
and transparency since each
node of the blockchain has a
copy of the ledger. Second, the
distributed storage assures that
it is difficult for all nodes to be
attacked and destroyed at the
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same time, which ensures the
security of information. Third,
the hash chaining makes sure
that once historical information
been tampered with, it will be
quickly found, accordingly,
data fraud is almost impossi-
ble. Fourth, PoW mechanism
increases the cost of counter-
feiting and lowers the probabil-
ity of fraud in a new block,
which guarantees the authentic-
ity and reliability of informa-
tion in the blockchain
(Iansiti & Lakhani, 2017).
However, the blockchain
technology also has limitations.
First, current blockchain tech-
nology has limited ability to
process huge data. For
instance, the bitcoin blockchain
constraints the block to be
1 MB at maximum. Second,
though the distributed nature
of the blockchain ensures infor-
mation openness and transpar-
ency, it also makes it hard to
keep information confidential
on the blockchain. Third, it is
hard to regulate the blockchain
since nodes in the blockchain
are worldwide and anonymous,
if some nodes collude and add
false information in the block,
regulators cannot timely con-
tain this action and it is diffi-
cult to punish afterwards.

Current Applications of
Blockchain Technology

Bitcoin. Bitcoin is the first
and most successful applica-
tion of blockchain technology.
It is a cryptocurrency that is
stored and traded on the bit-
coin blockchain. Bitcoin distri-
bution and trading are based
on bitcoin software protocols
and do not require any cen-
tralized financial intermedi-
aries. In 2008, Satoshi
Nakamoto (2008) first came
up with the concept of

DOI 10.1002/jcaf

The Journal of Corporate Accounting & Finance / October 2018

bitcoin. On January 3, 2009,
Nakamoto dug the first block
of the bitcoin blockchain and
was rewarded 50 bitcoins. On
December 10, 2017, there are
about 498,000 blocks in the
bitcoin blockchain, of which
16.73 million bitcoin has been
excavated. The total market
capitalization of bitcoin is as
high as $237.9 billion. Cur-
rently, there are about 11,800
bitcoin nodes globally, of
which about 27% are in the
United States.'

Bitcoin is a decentralized
cryptocurrency without govern-
ment control, which makes it
difficult to become the legal
tender. However, since bitcoin
has characteristics of transpar-
ent, secure, fraud-free and
trader-anonymous, it has
drawn wide attention since it
emerged. Without the cumber-
some process of transaction
confirmation and settlement at
banks or exchanges, bitcoin
has some advantages over tra-
ditional banking systems in
terms of efficiency.

Financing and trading.
Currently, firms can issue
shares to investors through an
initial public offering (IPO),
while stocks issued by an IPO
can be traded on a stock
exchange. Primary market
transactions provide firms with
financing opportunities, and
secondary market transactions
provide liquidity for firms’
equity and also can timely
reflect the relevant information.
In Europe, the United States,
China, and so on, firms must
be registered or receive a regu-
latory approval before con-
ducting IPOs and being traded
on the secondary market. The
process involves brokers,
lawyers, auditors and other
intermediaries going through
series of confirmation and

clearing activities and the entire
process usually takes 1-3 days.

Initial coin offerings (ICO)
are the process that a firm
raises money using the block-
chain technology. It avoids the
involvement of many interme-
diaries and centralized
exchanges. In addition, due to
the characteristics of block-
chain technology, all
blockchain-based equity trans-
actions are transparent and
reliable. On April 30, 2016, the
decentralized autonomous
organization (DAO) raised
money on the Ethereum block-
chain. On May 21, 2016, the
DAO raised more than $150
million, which is the largest
ICO until June 30, 2017. How-
ever, due to the deficiency of
screening and monitoring, there
are high risks of fraud in ICO
(Tirole, 2017), and China has
prohibited the ICO in 2017.

Shareholders’ voting.
Participating in the share-
holders’ meeting is an important
means for investors to exercise
and protect their own rights.
However, currently, minority
shareholders’ willingness to par-
ticipate and exercise their voting
right through the shareholders’
meeting is not strong. The main
reason is that investors have
high costs in participating in the
shareholders’ meeting of listed
companies because of long
distance or time conflicts. More-
over, the fairness and transpar-
ency of voting at the
shareholders’ meetings are hard
to guarantee. The latter prob-
lem persists even if applying
online voting.

The application of block-
chain technology in voting in
the shareholders’ meeting
decreases the cost of investors’
participation in the share-
holders’ meeting to some
extent. Moreover, the
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voting history is transparent,
traceable, and immutable.
NASDAQ has tested voting at
shareholders’ meetings using
the blockchain technology on
the Tallinn Stock Exchange in
Estonia (Nasdaq, 2017).

In sum, there are some
applications of the blockchain
technology in cryptocurrency,
corporate finance and corpo-
rate governance. We argue that
it also has huge potential in
financial accounting.

APPLICATION IN FINANCIAL
ACCOUNTING

Traditional Accounting and
Auditing

Accounting and auditing
are naturally evolved mecha-
nisms of realizing mutual trust
and investor protection. Mod-
ern accounting originated from
the commercial transactions in
the 13th century Italy. In order
to improve the accuracy of
accounting records, merchants
invented the double-entry
bookkeeping method, which
was widely adopted after Luca
Pacioli summarized it in his
mathematics textbook pub-
lished in Venice in 1494
(Waymire & Basu, 2008).

The continuous expansion
of firms’ activities has gradu-
ally led to a demand for exter-
nal financing, and firms have
incentives to obtain the trust of
capital providers to reduce the
cost of capital. Meanwhile,
capital providers including
investors and lenders also
demand information to keep
track of the financial positions
and operating performance of
the firm in order to ensure the
safety of their capital. In order
to gain the trust of capital pro-
viders, firms have incentives to
provide financial information

© 2019 Wiley Periodicals, Inc.

to existing and potential capi-
tal providers.'® In theory,
insiders have more internal
information about business
operations than outsiders. The
existence of information asym-
metry provides opportunities
for firms to manipulate
reports. To obtain more capi-
tal or out of personal interests
of insiders, insiders have
incentives to mislead outside
capital providers about the
financial positions and operat-
ing performance of the

entity (Watts, 1977; Watts &
Zimmerman, 1983).

In order to assure the
integrity of financial statements
and disclosure, the independent
external auditing system
emerged (Watts & Zimmerman,
1983). Through the implemen-
tation of auditing procedures,
auditors could discover fraud
and errors in financial state-
ments and accordingly reduce
the opportunistic behaviors of
insiders to some extent. There-
fore, the external auditing sys-
tem could to a certain extent
reduce information asymmetry
between firms’ insiders and the
outside information users and
increase the value of the firm
(Jensen & Meckling, 1976;
Watts & Zimmerman, 1983).
However, the Enron and
WorldCom accounting scandals
have shown that the external
auditors did not properly main-
tain independent, or cannot
fully discover fraud and errors
in firms’ financial statements.
Its supervision and restraint on
firms’ insiders are not strictly
effective. Except for auditors
failing to reduce the detection
risk well, the inherent and con-
trol risks of the audited firm are
also important factors of audit
risks.!” In other words, audit-
ing, as a third-party monitoring
mechanism, can only reduce but
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not eliminate fraud and errors
in firms’ disclosure.

In summary, the emergence
and development of financial
accounting and independent
auditing is to solve the problem
of information asymmetry
between firms and external
information users. However,
due to conflicting interests
between insiders and outsiders,
the opaqueness of accounting
and auditing, and nonindepen-
dence of the auditing, financial
accounting and external audit-
ing cannot completely solve the
problem of information asym-
metry between insiders and
external information users.

Tentative Plan for the
Application of Blockchain in
Financial Accounting'®

Listed companies need to
disclose financial statements
including balance sheet, income
statement, statement of cash
flow, statement of changes in
equity, and notes to the market
on a regular basis under the
current regulatory system. For
the sake of maximizing insiders’
own interests, management may
mislead information users by
manipulating accruals, con-
structing transactions, and
disclosing false information
(Healy & Palepu, 2001; Lie,
2005). The reliability of publicly
disclosed financial statements
and notes is guaranteed to some
extent after auditing. However,
outside information users are
unable to observe the true trans-
actions and accounting process
of a firm. By simply looking
into the final financial state-
ments, they cannot get a full,
accurate and timely understand-
ing of the company’s financial
position, operating perfor-
mance, and cash flow situation.

DOI 10.1002/jcaf



42

The blockchain records and
validates information in a
decentralized way, and the
entire process does not require
any authority intermediaries,
and the blockchain technology
guarantees the information to
be transparent, secure, tamper-
proof and reliable through the
distributed ledger technology,
hash chaining, and PoW mech-
anism. As a result, the block-
chain technology has great
potential of enhancing the trust
between market participants
(The Economist, 2015;
Yermack, 2017), and we argue
that the application of block-
chain technology in financial
accounting has the potential of
making firms’ accounting
process transparent, improving
the quality of external report-
ing information and effectively
reducing the information asym-
metry between firms and
outside investors.

Tentative Plan for the Accounting
Blockchain

The application of block-
chain technology in financial
accounting includes two
aspects. On the one hand, listed
companies disclose accounting
information on the blockchain.
Firms post source documents
of transactions and events and
attach billing fees, as well as
the accounting policies and
methods embodied in smart
contracts to the accounting
blockchain. Once the smart
contract has been set up, if the
firm discretionarily changes it,
all modifications would be
recorded on the blockchain and
are traceable.

On the other hand, various
stakeholders, as blockchain
nodes, will participate in com-
petitive mining and promptly
record and validate informa-
tion submitted by the firm into
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a new block, and then relay it
to the blockchain network.
Institutional investors with
technical and financial advan-
tages are more likely to become
blockchain nodes since except
for the mining rewards for
building blocks, they are also
motivated by the information
advantage with the earliest
access to corporate informa-
tion. Moreover, intermediaries
such as auditors and lawyers
are also likely to become
nodes in the blockchain.
Auditors can audit the source
documents and smart
contracts posted by the firm
and issue their audit opinion
on the blockchain. Finally, reg-
ulators and Stock Exchanges
will also become important
nodes in the accounting block-
chain to better play their
monitoring roles.

Blockchain in Financial Accounting
and its Influence

The long-run application of
blockchain in financial account-
ing. Though firms are required
to apply accounting methods
specified by accounting stan-
dards for recording, presenta-
tion and disclosure in
traditional accounting, they
still have discretions over
accounting methods such as
accounting policies used and
accounting estimates and judg-
ments made. Listed companies
only provide regular financial
statements to the market, but
do not publicize the accounting
procedures for the preparation
of reports. Although this insti-
tutional arrangement could
protect the proprietary infor-
mation of firms, there are a
series of negative consequences
as well. First, the risk of
tampering and damaging trans-
actions exists whether the firm
use paper-based or electronic-

based ledger. Second, the
managers or controlling share-
holders of listed companies
may carry out manipulation

or construct transactions to
maximize personal interests.
Because the accounting process
is opaque, it is very difficult for
outside information users to
find out problems (Healy &
Wabhlen, 1999). Finally, even if
there exists external auditing,
the auditors may not be able to
detect all fraud and errors of
the firm, or may not have the
independence to inform the
market of the problems
discovered.

The advent of blockchain
technology provides novel ideas
for financial accounting and will
have a tremendous impact on
recognition, measurement,
presentation and disclosure in
financial accounting, which can
reduce errors in disclosure and
earnings management, therefore
largely improve the quality of
information.

First, firms can post
source documents to the public
blockchain, and the public
blockchain will automatically
generate accounting ledgers
and financial statements
through smart contracts.
Accounting standards and
assumptions used by firms will
be reflected in smart contracts,
which will be permanently
recorded. This process funda-
mentally changes the measure-
ment, presentation and
disclosure in financial
accounting.

Second, the application of
the blockchain technology in
financial accounting can reduce
operational risk and measure-
ment errors since financial
statements are automatically
generated by smart contracts.
Moreover, the timely provision
of accounting information
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partially reduces the time lag
between the generation of
accounting information and
reporting. The transparency
and traceability of accounting
blockchain will increase the
probability of fraud being
found and largely increase the
counterfeiting costs. With fewer
opportunities and higher costs,
the earnings management will
decrease.

Third, using blockchain in
financial accounting means
there will be thousands of
backups once it is posted on
the public blockchain and all
transactions are visible to all
members of the network
(Yermack, 2017). This will
make the process of accounting
and reporting more transparent
and traceable since they are
verified and supervised by all
nodes in accounting block-
chain, which will increase the
reliability of accounting infor-
mation. Moreover, with the
application of the blockchain
technology, financial state-
ments can be produced in a
timely manner, while tradi-
tional financial reporting is
annually based, which increases
the timeliness of information.
And more radically, outsider
information users can even
aggregate firms’ transactions
into financial statements at any
time by themselves (Yermack,
2017). Furthermore, the trace-
ability of accounting policies
and assumptions in smart con-
tracts will make the accounting
choices and judgments more
transparent and correspond-
ingly increase the comparabil-
ity of accounting information.

In sum, the advent of
blockchain technology will
have a tremendous impact on
measurement, presentation and
disclosure in financial account-
ing, which reduces errors in
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disclosure and earnings man-
agement, largely improve the
qualitative characteristics of
information and mitigate the
problem of information
asymmetry.

The short-run application of
blockchain in financial account-
ing. However, based on the
analysis in section “Introduc-
tion of the Blockchain
Technology,” the blockchain
technology is in the experimen-
tal stage, there exist problems
of limited data processing
capacity, information confiden-
tiality and regulatory difficul-
ties. First, the accounting
information of firms is huge,
which the current blockchain
technology could not handle
well. And it will cause consid-
erable costs to firms that want
to apply this technology since
the billing fees will be huge.
Second, because of the trans-
parency and permanence char-
acteristics, the information can
be downloaded and viewed by
anyone at anywhere, which will
increase the proprietary costs
of firms with proprietary infor-
mation. If the disclosure of
information leaks the commer-
cial secrets of the information
provider, it incurs a proprietary
cost, which will adversely affect
firms’ operations.'” As a result,
firms with exceptionally high
proprietary costs may not have
incentives to use blockchain for
information disclosure. Finally,
with the diversity and anonym-
ity of nodes, and the existence
of “51% attack,” the difficulty
of regulation will rise. Because
corporate information disclo-
sure is important in affecting
stock price, it is likely that
some nodes will add false infor-
mation on the blockchain to
manipulate the stock price and
make a one-off profit. This
problem is exacerbated if nodes

that collude can handle more
than 50% computing power.

Therefore, in the short run,
it is not realistic for all firms to
carry out the accounting and
reporting through the block-
chain. However, as long as the
technology is mature enough,
the first problem can be solved.
And if firms foresee the propri-
etary costs of disclosing specific
information, they will choose
the appropriate amount of con-
fidential information to disclose
on the blockchain after balan-
cing the costs and benefits.
And after solving these two
problems, many firms will have
the incentive to use blockchain
as an important voluntary
disclosure platform in the
short run since the flow of
information could reduce
information asymmetry and
lower the cost of capital to
firms (Shroff, Sun, White, &
Zhang, 2013).

As mentioned above, the
technical characteristics of
blockchain make the informa-
tion disclosed highly transparent,
traceable, and tamper-proof.
For firms that want to reduce
information asymmetry with
investors, voluntary disclosure
through the blockchain is a very
attractive way.”” In the short
run, firms may disclose some
valuable but not compulsory
information through the block-
chain such as earnings forecasts
and corporate social responsibil-
ity reports. Such self-disclosure
helps investors better understand
the business and make more
informed decisions. In addition,
even disclosing publicly disclosed
information through the block-
chain has many positive effects.
On the one hand, historical
information has some feedback
value. Especially in the case of
major uncertainties, investors
will verify the existing
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information by looking up his-
torical information (Drake,
Roulstone, & Thornock, 2016;
Hail, Muhn, & Oesch, 2017).
On the other hand, disclosing
publicly available information
through official channels can
have an impact on investor
decision-making (Christensen,
Eric, Lisa, & Mark, 2017,
Fedyk & Hodson, 2017).

Short-run to long-run transi-
tion. In the long run, when
firms and investors recognize
that voluntary disclosure on
the blockchain is a high-quality
signaling mechanism to reduce
the cost of trust, more and
more firms will choose to con-
duct voluntary disclosure on
the blockchain after balancing
the benefits and costs. And as
more information disclosed on
the blockchain, the compara-
bility of information will
become a problem. Regulators
may require information to
be standardized?' to improve
the comparability of
information.

Foreseeing that blockchain
technology could increase the
authenticity, accuracy and
comparability of disclosure
information and reduce the
earnings management of firms,
regulators may even use block-
chain as a major platform for
mandatory disclosure.?” The
content of mandatory disclo-
sure would be the source docu-
ments of transactions and
events, as well as the account-
ing policies and methods
embodied in smart contracts.
This kind of information
should be disclosed on a
real-time basis. Other nonconfi-
dential information such as
earnings forecasts, corporate
social responsibility reports and
business reviews, which are
common contents firms would
like to voluntarily disclose in
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the short run should also be
disclosed on the blockchain.
However, disclosure frequency
should depend on the discre-
tion of firms. If firms want to
make a good impression on the
market, they will have the
incentive to disclose the non-
confidential information in a
timely manner.

In summary, compared
with the traditional financial
reporting methods, the use of
blockchain technology in finan-
cial accounting has advantages
of high transparency, traceabil-
ity, timeliness, and tamper-
proof. In addition, smart con-
tracts can realize the automa-
tion of financial statements
generation, which can not only
greatly reduce the cost of finan-
cial accounting, but also
improve the timeliness, reliabil-
ity and comparability of infor-
mation. Moreover, it can also
reduce errors in disclosure and
earnings management so that
the financial statements can
truly and accurately reflect the
financial position and operat-
ing performance of the firm.
Correspondingly, the problem
of information asymmetry can
be mitigated. However, due to
the existing shortcomings of
blockchain technology, the
above advantages take time to
become a reality. With the
maturating of blockchain tech-
nology, accounting and finan-
cial reporting through
blockchain will become a via-
ble and attractive option in the
long run.

Potential Impacts and Threats
of the Application

In the long run, adopting
blockchain technology in finan-
cial accounting has two main
effects. On the one hand, the
raw data posted on the

blockchain has the characteris-
tic of tamper-proof. On the
other hand, smart contracts
allow the automation of
accounting and reporting,
which helps to trace business
activities. These changes will
increase the difficulty of firms
to manipulate accounting data,
but it does not mean that the
use of blockchain in financial
accounting can eliminate fraud
because as long as the potential
benefits are large enough, there
are still incentives for firms to
cheat by faking the

source data.

As a result, one potential
threat of the adoption of
blockchain in financial
accounting is that firms may
turn to construct transactions
to get the desired accounting
numbers. As to auditing, this
change means that the control
risk in the audit risk will
decline while the inherent risk
may increase. Under such cir-
cumstances, the auditors’ main
focus will shift from prevent-
ing major misstatements from
accounting to analyzing the
reasonability and authenticity
of the business of the audited
entity.

The application of
accounting blockchain has
other threats if applied in the
long run. They are shifting
duties of accountants, the
information confidentiality
problem for firms and rising
difficulty of regulation. The
blockchain technology could
realize the automation of rec-
ognition, measurement, presen-
tation and disclosure, which
replaces the position of tradi-
tional financial accountants in
the long run. It reduces tradi-
tional accounting jobs such as
recording and preparing finan-
cial statements but creates
more jobs on assuring the
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authenticity of source docu-
ments and the reasonability of
smart contracts. It is a new
challenge for accountants.

Moreover, the information
confidentiality problem, in the
short run, only affect the quan-
tity of information that firms
voluntarily disclosed on the
blockchain, but in the long run,
radical change in the automa-
tion of financial statements
generation will largely increase
the proprietary costs of compa-
nies, which would probably
cause hindrance to the
application.

There also exists the prob-
lem of rising difficulty of regula-
tion. With the diversity and
anonymity of nodes, speculators
could make use of the mining
right to put “useful” informa-
tion to gain one-off profits.
Even the false information
could be discovered quickly, it
is hard to find out the specula-
tor who posts the false informa-
tion. Moreover, the existence of
“51% attack™ also increases the
difficulty of regulation. Though
it is difficult to have more than
51% calculating power of the
blockchain, there is a possibility
of collusion. Regulators are
impossible to contain this action
if it does happen.

One possible solution is to
apply permissioned blockchain
instead of public blockchain.
The basic idea of permis-
sioned blockchain is that one
central organization control
that has the right to read
and/or write new information
in the blockchain. It can par-
tially solve the information
confidentiality problem and
rising difficulty of regulation.
However, it will weaken the
fundamental characteristics of
blockchain technology that
are decentralized and
immutable.

© 2019 Wiley Periodicals, Inc.

CONCLUSION

This article sheds light on
the possible impact that block-
chain technology will have on
financial accounting. Due to
the fact that the technology is
in the experimental stage, the
application of blockchain tech-
nology in financial accounting
will be progressive. In the short
run, the blockchain technology
could be used as a platform for
firms to voluntarily disclose
information, which is a high-
quality signaling that enables
firms to solve the trust problem
with investors. In the long run,
the application could have a
tremendous impact on financial
accounting. It could effectively
reduce the errors in disclosure
and earnings management,
largely increase the quality of
accounting information and
mitigate the problem of infor-
mation asymmetry.

The threat brought by the
application is that firms could
cheat on raw data, but this
problem could be mitigated by
auditing. The focus of indepen-
dent auditing will shift from
preventing counterfeiting in
accounting to analyzing the
reasonability and authenticity
of business operations. More-
over, the duty of financial
accountants will change from
recording transactions and pre-
paring financial statements to
ensuring the authenticity of
source documents and the rea-
sonability of smart contracts
used in accounting blockchain.
Other threats including the
information confidentiality of
firms and increasing difficulty
of regulation can cause hin-
drance to the application. One
possible solution to solve these
problems is to apply consor-
tium blockchain instead of
public blockchain, but it will

correspondingly weaken the
fundamental characteristics of
blockchain technology. Over-
all, the application of block-
chain in financial accounting
has opportunities and threats.
And once the technology is
mature enough, it probably will
bring fundamental changes to
financial accounting and audit-
ing even the whole financial
markets.

NOTES

1. The blockchain technology can
also make a difference in manage-
ment accounting. This article
focuses on how this technology
could partially reduce information
asymmetry between firms and out-
side information users. Its impact
on internal management and
decision-making is not elaborated
in this article. We do not discuss
the financial accounting issues
relating to bitcoin transactions nei-
ther. Raiborn and Sivitanides
(2015) have a detailed discussion
of the recognition, measurement,
and disclosure issues of bitcoin
transactions.

2. Smart contract is a program that
automates some transactions or
procedures. Under certain condi-
tions, smart contract codes can be
automatically executed by block-
chain networks without the
involvement of third parties.

3. This section introduces principles
of the blockchain technology,
more details can be found in Nar-
ayanan et al. (2016) and Antono-
poulos (2017).

4. A hash value is a fixed-length col-
lection of numbers and letters that
generated by cryptographic func-
tions for all information contained
in a block header. Since the infor-
mation contained in each block is
essentially unique, the hash value
of each block is also unique.

5. The first block in the blockchain is
the genesis block, which does not
contain the hash value of the pre-
vious block.

6. Each block has a timestamp and it
is part of the block’s information.

7. The nonce must be able to make
the first few digits of the block’s
hash value to be zero. Because the
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10.

11.

12.

13.

number can only be calculated by
trial and error, so every node in
the blockchain network have the
opportunity of mining
(Antonopoulos, 2017; Narayanan
et al., 2016).

. Nodes are computers connected to

the blockchain network, which are
the basis of block mining and
confirmation.

. Proof of work (PoW) is one of the

most commonly used consensus
mechanisms for mining. The
advantage of PoW is that it can
ensure the reliability and immuta-
bility of information. The disad-
vantage is that it largely consumes
electricity. Another important con-
sensus mechanism is the Proof of
stake (PoS), which uses nodes’
share of the stake as a basis for
mining. Compared with the PoW,
the PoS does not require each
node to compete for calculating
the nonce, which can save energy.
However, the disadvantage is that
it is difficult to ensure the reliabil-
ity and immutability of
information.

Mining is the process of adding
transaction records to the public
ledger.

In the bitcoin blockchain, the
bonus for the new bitcoin block is
bitcoin. Under the bitcoin proto-
col, bitcoin blockchain will not
generate new bitcoins after the
year of 2140. The party who sub-
mits new transactions must attach
billing fees to the node who will
record the transaction.

The nodes in the blockchain can
increase their odds to get the
right nonce by increasing the
computing capacity. However,
given large numbers of nodes, it
is impossible for a single node to
obtain the mining right all

the time.

Assuming that the total number of
nodes is N, the number of nodes
who records false information is
K: as long as the nodes who
recorded authentic information
(N-K) is more than the number of
nodes (K) where the false informa-
tion is recorded, the probability
that the faithful nodes (N-K)
obtains subsequent mining right
will be greater than the nodes
recording the false information,
accordingly, the probability of the
block with authentic information
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16.

17.
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being accepted by the entire net-
work is larger. This process
ensures the ledger copy that
recorded authentic information
will be copied by other nodes in
the blockchain while the block-
chain node containing false infor-
mation will not be accepted by
other nodes because their chain is
shorter. Those nodes with false
information also lose the opportu-
nity to construct subsequent new
blocks and the corresponding
rewards. Therefore, unless one
party controls more than 50% of
the total number of nodes, the
blockchain technology can ensure
the authenticity and tamper-proof
of the information on the block-
chain (Antonopoulos, 2017; Nar-
ayanan et al., 2016).

. A permissioned blockchain

restricts recording rights to a select
group of authorized users who
negotiate governance and control
rights among themselves, in a pro-
cess loosely resembling a partner-
ship agreement (Yermack, 2017).
The data of nodes’ number comes
from https://bitnodes.21.co/, and
other data comes from https:/
blockchain.info/stats.

In 1929, the Great Depression
occurred in the United States.
Many people think that account-
ing fraud and insufficient informa-
tion disclosure are important
reasons for the crisis. Therefore, in
the early 1930s, the United States
established the Securities and
Exchange Commission (SEC) and
required listed companies to pro-
vide financial information regu-
larly to the market to protect the
interests of investors (King, 2006,
pp. 55-63).

The audit risk depends on the risk
of material misstatement and the
risk of detection. The risk of mate-
rial misstatement depends on the
inherent risk and the control risk.
Inherent risk refers to the risk of
misstatement that occurs when
there is no internal control. Con-
trol risk refers to the possibility
that internal control fails to pre-
vent, detect and correct the mate-
rial misstatement that has
occurred in time. If the inherent
risk and control risk of financial

18.

19.

20.

21.

22.

reporting is too high, the auditors
must reduce the detection risk to a
very low level to reduce the audit
risk to an acceptable level.

This article conceives of the appli-
cation of blockchain in financial
accounting in the short and

long run.

Firms with lots of patents such as
pharmaceutical companies or com-
panies with strong political rela-
tions usually have high proprietary
costs (Leuz & Wysocki, 2016).

In theory, the blockchain’s trans-
parency and permanence character-
istics have increased the probability
and cost of false disclosures. There-
fore, firms tend to disclose real and
reliable information on the block-
chain, and in turn, investors will
require a lower rate of return on
equity since they have the high-
quality information (Lambert,
Leuz, & Verrecchia, 2007).
Standardization means providing
information in a comparable way.
Meanwhile, the application of
blockchain technology makes the
accounting information more reli-
able, accurate and timely, and
may prevent the corporate tax eva-
sion behavior.
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